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This policy applies to all employees, contractors, consultants, and third-party users accessing the OT

assets/infrastructure of OIL.

a.

b.

c.

ISO 27001:2022 CONTROL 
NUMBER

NIST CSF V2.0 RELEVANT CONTROL 
NUMBER

CONTROL TITLE

A.5.1 GV.PO-01, GV.PO-02
Policies for Operational Technology 

security

A.5

GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, 
GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-01, 
ID.AM-02, ID.AM-04, ID.AM-05, ID.AM-07, 
ID.AM-08, ID.RA-02, ID.RA-10, ID.IM-04, 

PR.AA-01, PR.AA-02, PR.AA-03, PR.AA-04, 
PR.AA-05, PR.AA-06, PR.IR-03, DE.AE-02, 
DE.AE-03, DE.AE-04, DE.AE-06, DE.AE-07, 
DE.AE-08, RS.MA-01, RS.MA-02, RS.MA-03, 
RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, 
RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, 
RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, 

RC.RP-03, RC.RP-04, RC.RP-05, RC.RP-06, 
RC.CO-03, RC.CO-04

Organizational Controls

A.6 GV.RR-04, PR.AT-01, PR.AT-02 People Controls

A.7 PR.AA-06, DE.CM-02, PR.IR-02 Physical Controls



A.8

ID.AM-03, ID.RA-01, ID.RA-04, ID.RA-05, 
ID.RA-07, ID.RA-08, PR.DS-01, PR.DS-02, 

PR.DS-10, PR.DS-11, PR.PS-01, PR.PS-02, 
PR.PS-03, PR.PS-04, PR.PS-05, PR.PS-06, 
PR.IR-01, PR.IR-04, DE.CM-01, DE.CM-03, 

DE.CM-06, DE.CM-09

Technological Controls

This policy is applicable to all personnel within OIL including contractors, and third parties, that have access to OT information and 
OT systems/assets that may collect, store, process, generate and/or transmit information, whether these assets are: I) directly 
operated and managed by the OIL; ii) provided or managed by another contractor or other source; or iii) hosted by the OIL and 
managed or operated by another contractor, or another source. 













 

 

 

 
 


